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SOLUTIONS TO LOCKDOWN
BROWSER PROBLEMS




COMMUNICATION MECHANISM WHEN TECHNICAL PROBLEMS OCCUR DURING THEXAM

In case of any technical problems during the exam, kindly do the following:

1. Close the exam If it was opened using the Lockdown browser.
2.+ASg GKS hyftAyS tNRPOUZNAY3I YR [201R26y ONRgAaS!
and follow the steps to fix the probled 2 dz Wa (i dallrtgy 0 Q | NB

3. Contact the course instructor to fix the problem through Microsoft Teams on the ®e
same device used for the exam, as using a smartphone or any other device Is ﬁﬁl
promerited in the exam setting. I\/Iicrosoﬁ Teams

4. If the instructor is unable to fix the problem, he/skkould contact the Technical
Support Team nominated by the college, if the college Technical Support Team
Ol yQU 0S NBI OKesSriing CeéneryTéchnioal SuppérsTeas.

Note: communication between all parties must be done through Microsoft Teams only.



HOW TO DOWNLOAD ONLINE PROCTORING SOFTWARE AND
LOCKDOWN BROWSER

A Check your device specifications:

A Operating system (before downloading Lockdown browser, make sure the operating
system is updated):

A Windows:8.1, 100r 11 (Does not support Windowsor Windows10S)

A Note: If you have Windows0, it is recommended to download the latest updates from
their official website via this link:
https://www.microsoft.com/enin/software-download/windowd 0

A Mac:10.120r higher

IPad:11+ or above

RAM:4 GB

Hard disk200MB free space

After updating the operating system, download the program from this link:
https://download.respondus.com/lockdown/download.php?i688217046

S S S

See Appendix


https://www.microsoft.com/en-in/software-download/windows10
https://download.respondus.com/lockdown/download.php?id=688217046

APPENDIX1: ON THE IMPORTANCE OF UPDATING THE
OPERATING SYSTEM

Name -~ Size Type Modified

% ISsecup. odifie T
:i,.il cu;:)ou 1.0 M UnKnown 10024 2020 LiaiS) 29 Bre ,‘q’igiﬁéi}f.!
& | layout.bin e st A
= '3yo 2.7k8 unknown 16:24,2020 ,.4:51 29

shut
of this

LdbRst10.exe
0; el 187.0kB DOS/Windo... 17:08,2018 jazu 19
'.sz ibcef.dll 100.0 MB unknown 17:03,2019 ,ia34: 20
'.'2'..5 libEGL.dII 310.3kB unknown 17:03,2019 Luad4; 20
& | libGLESV2.dlI 6.6 MB unknown 17:03,2019 ia94; 20

The LockDown Browser software has been illicitly modified and will no:vd
| down. You will not be able to continue. Your instructor has been notifi

.“ issue.

= license.txt 18.0kB plaintextd... 10:41,2018 4l 30

.| LockDownBrowser.dll 73.7kB unknown 16:55,2020 L . 13 SIC

@ LockDownBrowser.exe 7.1MB DOS/Windo... 15:58,2020 .41 29
I_O C k D own B FTOWwWSsSer -Lo<kDownerowser.lcoh 3043k8  Windowsicon 1...,2015 udams! 10/

2. | natives_blob.bin 82.1kB unknown 17:03,2019 j.a95: 20 B=

Loading...Please Wait.

W@ setup.exe 950.6kB  DOS/Windo... 16:24,2020 35129 [
i = | setup.ini 2.5k8 unknown 16:24,2020 551 29

M = setup.inx 231.7kB unknown 16:24,2020 e5129
M - | snapshot_blob,bin 2834KB  unknown  17:03,2019 a4y 20 "25::
Ml = VB context snapshot.bin 6153k8 unknown 17:03,2019 uase 20 ~"‘-71

The solution to this problem is to update i ; “ The solution to this problem is to
Windows or reprogram it, as there is a create a new account for Windows,
problem in the Windows system that Student unable to download Lockdown browserbut if the problem persists and the
prevents the Lockdown browser from- The solution to this problem is to change theoperating system is Windowg, it
running. operating system, as the operating system herenust be updated to Window8.1 or
IS the Linux system, which is not supportive ofwWindows10as mentioned above.
the exam monitoring program and the
Lockdown browser.
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APPENDIX2: ON THE IMPORTANCE OF UPDATING

THE OPERATING SYSTEM
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LockDown Self Extractor > E ENG458

LockDown Self Extractor

InstaliShield setup launched but seems 1O have cdosed without
Jelobidoade 0 W Error extracting InstaliShield setup, please try downloading again

RS oK |

TEY T erEZSOEOETO T I

Unable to download the Lockdown browser on the devi¢@e solution to this problem is to create a new accoun:
for Windows.Follow the link on how to create a new account:
https:/koutube/ CqgEIODEzmg

Note: Make sure the new account is Administrator and not Standard


https://youtu.be/_CgEf0DEzmg
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WHAT DO | DO BEFORE THE REAL EXAM?

1- Make sure the internet connection is strong and the device is near the router so that there are
no internet interruption problems during the real exam. It is also preferable that the device is
connected to a wired connection and not WFi

2- Make sure that Lockdown browser has the latest updates. View the video explaining how to
update:
https://www.youtube.com/watch?v=LZ€ZzfHrE

3- Make sure you follow all the steps in this video to avoid technical problems:
https://www.youtube.com/watch?v=EsJOTLYONM

4- Make sure to run the practice exam before entering the real exam to avoid technical problems
(about a week before).

5- It is preferable to restart the device as well as the router to gain stable device performance
and Internet speed. See Appendix


https://www.youtube.com/watch?v=LzF3cZzfHrE
https://www.youtube.com/watch?v=E4sJOTLyONM

Sl l
APPENDIX 1: ON THE IMPORTANCE OF A STRONG INTERNET CONNECTION

DURING THE EXAM

These messages mean there is
Interruption in the internet connecti
preventing the answers from bel
saved.

In this case the student should do

following:

1. Inform the Instructor of th

oroblem (attach a picture of ti

oroblem) then close Lockdow
Browser.

2. Reboot the router and then-
enter the exam.

3. If the problem recurs, the Intern
must be changed.
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APPENDIX 2: ON THE IMPORTANCE OF

UPDATING THE LOCKDOWN BROWSER

Question is unanswered.

The solution to this problem is to update the Lockdown
browser to the latest versioras the previous version
prevents saving essay answers

Note: Other problems can occur due to lack of updating the operating system
and the Lockdown browsesuch as being unable to enter the exammable
to write, and unable to move between questions.



APPENDIX3: ON THE IMPORTANCE OF DOING THE STEPS

BEFORE THE REAL EXAM
BErSEE T

STEP 1: TERMS OF USE 7 ‘ :
Wz;m;m“m v Begin Exam Ut “” L 4e. ' ‘ :
sjepgsnov;[) «  Connecting to Media Server, please wait ...% to Updm sengg ., b"mngl:m; :::'m:'. or the comucuon
‘ STEP 4: FACIAL DETECTION CHECK 7
WS.T.E!;S: BEGIN EXAM
%

Loading...

This may take up to 30 seconds.

The solution to this problem is in the five steps
mentioned above.

Click here
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APPENDIX4: ON THE IMPORTANCE OF DOING THESE

STEPS BEFORE THE REAL EXAM

B ' LockDown Browser

Error: 01-AWS-999

- Unable to connect to Respondus server (AWS)

- Unable to obtain exam title to determine webcam requirement

Solution(s): Go into the course itself and select the exam from the exam list. If
the problem persists, run a System Check using "Help Center" in LockDown

i The solution to this problem is in five steps
mentioned above..

OK

# | LockDown Browser (2.0.2.02) u

Click here

There is a problem with the LockDown Browser settings for this exam.
The instructor needs to use the LockDown Browser "dashboard"” to enable

the settings for this exam.

OK

Note: if the problem remains after
7 following the steps,contact the course
TRere 11 o prodiem with (ne Tor thin exam. . . .
Istuctos tat they need 1o acceer the LoctOomm By m o, instructor to confirm the exam settings

e the new coune te tix this




APPENDIX5: ON THE IMPORTANCE OF DOING THE
STEPS BEFORE THE REAL EXAM

Y Documents

If the tern off and restart button disappear, please
follow the method in the video bellow (mit58)

o Pictures

There are currently no power options available.
\gs on... Lockdown solutions:
. Power https://www.youtube.com/watch?v4&]OTLYONM

- — 1
Sm == lype here to search .



https://www.youtube.com/watch?v=E4sJOTLyONM
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HOW TO ENTER THE EXAM THROUGH THE

BROWSER LOCKDOWN?

ot Original interface: | _ Ultra interface:
Ultra Learn Student Orientation

About This Course

Setup Instructions &

About This Course

Topic 1: Introduction to Content  Discussions Gradebook  Messages  Analytics Enter the Course On

About This Cc BIaCkboard WebSIte

Log in to Lockdown Course Faculty ;
rom a regular

s - browser,then o course focuty browser such as
enter the exam via Google Chromehen

Details & Actions

the link o o enter the exam via

View everyone in YOUr course =
the link

— x .
Join session «

ﬂ Books & Tools
This View course & institution tools

;’,D,iug' Explanation video: Question sanks Explanation video:

In thi Manage banks

- https:// youtu.be/k180w e NttPS:// youtu.be/Wifg

Course Management While

yo\Vog4 R e eGNIGE

Content Collection
% Cou

See Appendix


https://youtu.be/k180wyoV9g4
https://youtu.be/WIfgeGNiG8E
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APPENDIX1: ON THE IMPORTANCE OF KNOWING HOW TO

ENTER THE EXAM THROUGH THE LOCKDOWN BROWSER

Enter the course on Blackboard website from a
regular browser such as Google Chrothen
enter the exam via the link

Explanation video:
https.// youtu.be/WIfgeGNIGE

Log in to Lockdown browseahen enter the exam
via the link

Explanation video:
https:// youtu.be/k180wyo\VOg4



https://youtu.be/WIfgeGNiG8E
https://youtu.be/k180wyoV9g4

APPENDIX2: ON THE IMPORTANCE OF KNOWING HOW TO
ENTER THE EXAM THROUGH THE LOCKDOWN BROWSER

If this message appearnslease contact the course instructor to remove the FORCE COMPLITION feature
from the exam settings
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APPENDIX3: ON THE IMPORTANCE OF KNOWING HOW TO

ENTER THE EXAM VIA THE LOCKDOWN BROWSER

typin 3 he nam of;\. NSHLtON, and sekect B from the kst. (Nole: This $idp is only Needed # your nstitution uses Blackboard
u‘um(.r_ C st View of Canvas (‘quc QuIZZes. I your Instinuion's amoo«mtma s qm w:nu '.mgu.-ngu.v
Ortwer, m. voene o Safadt, LockDown Browaer will lsunch sutoniaticaby whn you :(-gn P Lost )

rivassaiy ol b For the student to enter

(4 search stk found) Lookdown browser from an iPad.

He/she must type Iin the search
box: University of Bahrain

Note: The course instructor must
be informed that the student will
use an iPadto activate the
feature of opening the exam
through the iPad.




HOW TO MODIFY THE DATE, TIME AND TIME ZONE IN

Date & time

Current date and time
7:45 AM, Sunday, February 6, 2022

Set time automatically

@ or

Set time zone automatically
@ or

Set the date and time manually

Change

Synchronize your clock

Last successful time synchronization: 2022-02-06 7:45:08 AM
Time server: time.windows.com

Sync now

Time zone

A

THE DEVICE?

Toolbars

Adjust date/time

Customize notification icons

Search
MNews and interests

# Show Cortana button

“ Show Task View button
Show People on the taskbar

Show Windows Ink Workspace button

(UTC+03:00) Kuwait, Riyadh

Confirm the clockiime
and Time Zone

Show touch keyboard button

Cascade windows

Show windows stacked
Show windows side by side
Show the desktop

Task Manager

" Lock the taskbar

1k Taskbar settings

UL -UE- U0

choose
Adjust datefime

See Appendix

A

7:43
2022-02-06 51

Right Click on the
clock

Mostly sunny A 71 ) ENG



APPENDIX : THE IMPORTANCE OF ADJUSTING THE
DATE, TIME AND TIME ZONE ON THE DEVICE

The solution is to adjust
the time,date and time
zone

Note: One of the problems of not modifying the date, time and time zone is that the exam

does not appear to the student, as the exam time set by the course instructor is different

from the time on the studenf device, so make sure of these settings before entering the
exam.



CAMERA AND MICROPHONE PROBLEM&

1- Make sure the camera and
microphone are connected and
working properly, then follow the
steps mentioned in these two videos:

Solve the computer camera problem
https://youtu.be/MLFvL35Fr00

Solve the computer microphone
problem
https://youtu.be/AA43YMt/wrA

See Appendix



https://youtu.be/MLFvL35Fr00
https://youtu.be/AA43YMt7wrA

APPENDIX : CAMERA AND MICROPHONE PROBLEM3

it ~’,- CMCk webCOMChed(

R T (B e
Th e SO I Utl O n to th IS p ro b | e m | There was an error trying to activate your camera or microphone. "; |
" Camera activation faded
IS for the student to open the || NotReadableError: Could not sart audio source

B —_———

camera from the button on
the laptop -meant to open
the camera.

o ||

Some messages that indicate a problem
with opening the camera or microphone.



CAMERA AND MICROPHONE PROBLEMX

2- Make sure there Is no program
blocking the camera in Lockdown
browser during the exam, such as
Snap Camera an860 Total Security

Antivirus, as this will cancel the
studentQ exam and may expose
him/her to legal accountability and
have them transferred to behavioral
violations department.
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CAMERA AND MICROPHONE PROBLEMS3

ideo window and clearly visible during the exam. You may

Your Face Cannot be Detected
Try adjusting your position, the camera
angle, or the lighting. You will be unable to
proceed until your face is detected

It's not working

Video connerction timed out

3- If the camera is working, but the face is not
recognized, make sure the lighting Is sufficient and the
face Is at a correct angle when looking at the camera,
and the background is appropriate; the student may
need to change his/her place to solve the problem. If
the problem persists, please contact the course
Instructor, if possible, to have the facial recognition
feature removed, to enter the exam.

4- Some camera problems may be caused because the
operating system or the Lockdown browser are not
updated, or because of Internet connection, or failure
to follow the steps in the previously mentioned videos.
Be sure to follow the steps and do the practice exam to
ensure that the problem is solved.



CAMERA AND MICROPHONE PROBLEMSI

When opening the camera on
Windows, and the camera is not
working, and this message
appears, please follow the steps
IN this video

(minutes1:50-2:47):

You need a media feature pack

https://youtu.be/NvCnQRIC S0

Note: This problem only appears in WindowiK or Windowsl10OKN


https://youtu.be/NvCnQRu8CSo

-
CLOSE PROGRAMS THAT THE LOCKDOWN

BROWSER DOES NOT ALLOW

LockDown Browser - Yerson 20500

You must dose the folowry; program bekrs startng LodDown

Mcosolt Tearms
(Teava exe)

If this message appears, and the student
cannot close it, he/she should shut down
| Cosefrocess | BxtiedOow Browser | and then start the computer and close all

: : T— programs (near the time and date),
Including Microsoft Teams and Anti Virus
temporarily before opening Lockdown,
and you can right click on the Windows
logo, then choose Task Manager to close
these programs.

| D0 you warnt Bespondus LoADown D owses 10 otherpt iy doge S
; POl am Sie you?

9:08 AM
05-Apr-21

« 71 ) ENG




T
VMWARE PROBLEM

Fix the problem by:

1. Removing VMWARE for wireless mouse, speaker, etc.
by going to Device Manager and uninstalling it (steps on
next page)

2. Windows devices: Turn off Hyper Threading or any

A AV e oo dere | other feature related to this issue in BIOS.

3. Macs: Disable the Parallels.

If the problem persists, the solution Is to format the device
or use another device.

virtual machine with LockDown Browser. Your instructor i< being notified and your exam session will be terminated

Note If the student decides to format the device, he/she
should make sure to copy the files and keep a backup copy
before formatting.

See Appendix




APPENDIX: VMWARE PROBLEM

How to remove the mouse VMWARE

M Device Manager - ] X

File Action View Help
o mEH HEm B

v % DESKTOP-B3EGI3S n
» Iy Audio inputs and outputs
> % Batteries
» | Biometric devices
’ e Bluetooth
- @ Cameras

@ Computer
» wa Disk drives
- [l Display adapters
. Firmware
* ¢ Human Interface Devices

. B Keyboards 2- Uninstall

v u Mice and other pointing devices

HID-compliant mouse . .
l gVMwarePaintingiEE l < thls IcCOon
» [ Monitors

» @ Network adapters

Best match

'ﬂ Device Manager
" Control panel

=

Search school and web .
Device Manager
A device manager - See school and web > Control panel
results
= open

Device Manager

/ and click on it

- O device manageﬂ O

Note: After Uninstalling,you can enter the exam through the Lockdown prograr®o not restart the deviceas the icon
will appear againand you will not be able to enter the exam until it is removed aga¥ou may need to make sure of
this step before entering each exam.

» [ Print queues

- n Processors

+ BV Security devices

» 3 Sensors

) lt Software components

» B Software devices

; i‘ Sound, video and game controllers

» S Storage controllers
v I S i done

0L

ol g ® ¢ ]
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OTHER PROBLEMSL

I5f69ide Feedback X

You have not logged in yet or your session expired.

eS| m, su, i

'.‘);Iii

IV )L

“ﬂ“ "j

Htl

A

A

 Eithe jre;npt logged in or you do not have the
| Wednesday, January 12, 2022 3:00:54 PM AST

.....................................................

appropriate privileges to perform this action. You may have access to other parts of the course,

If these messages appear before
entering the exam, the student
should make sure to change the
date, time and time zone, and
then contact the course instructor
to confirm the exam settings.



e
OTHER PROBLEM&

' LockDown Browser (2.0.6.09) | X

You must close the following program(s) before starting the browsen
Google Chrome Remote Desktop (remoting_host.exe)

If this message appears, remove

(Chrome Remote Desktop Host)

program from the device.

Go to the search box and type:
Add or remove programs, then
remove the mentioned program.

Chrome Remote Desktop Host 42.3 MB
N/N2024

96.0.4664.39

Madify Uninstall
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OTHER PROBLEMS3

If this message appears, refer to this
site for more details on how to remove
the program:
https./ivww.bugsfightelcomtemove
screencastiiwindowsandmac/



https://www.bugsfighter.com/remove-screencastify-windows-and-mac/

e
OTHER PROBLEM3#A

When facing a problem with iPandgt responding to
commands$tuck),please follow one of the two steps
In the video to solve the problem:

https:/ivww.youtubecomivatch¥=XI183qgGghRmw



https://www.youtube.com/watch?v=XI83qGghRmw

e
OTHER PROBLEMS

r ERROR
The streaming is not available in If you receive this error message when using
production without a valid bundle LockDownBrowser for iPadthe solution is to
identifier completely remove the app from your iPtten
download the app again from Apple Store and
reinstall it.

Ok

14
%‘:’l‘..-'-. rll. :""‘ i :‘ : : Y

e

. . po— e g o
B TP T e - c
TR A = YR [



e
OTHER PROBLEM3b

Error o |
If you receive this error message when using
Assessment Mode could not be LockDown Browser for iPadPlease check your

established: The operation couldn’t be internet signalalso updaté.ockDown Browser app
completed. and the iPa@ operating system to the latest version,

(AEAssessmentErrorDomain error 1.) then restart the IPad and try again.

If the Issue remainy,ou should use another device.




WISH ALL OF YOU THE BEST




