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Respondus LockDown Browser

Troubleshooting Guide

a. Modifying Internet Options

Internet Options is a Control Panel applet, which lets you manage browser
security level, control your privacy, block or allow specific websites and so on.

There are four ways to open the Internet Options applet in Windows 10,8, & 7.

1. Using the Internet Explorer:

1. Open up the Internet Explorer. Click the Settings icon in the upper-right
corner, or click the Tools menu.
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Select Internet Options from the drop-down menu, you can then access Internet
Options immediately.
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2. Using the Command Box:

1. Press the Windows key + R to open the Run command box. Type inetcpl.cpl
and click OK.
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3. From the Control Panel:
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Open the Control Panel, and change it to the Large icons view.
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4. Using Windows Search Box:

If you’re running Windows 7, click the Start button and type “internet options”
in the Search box. Click its shortcut and it will open Internet Options quickly.

In Windows 10, type “internet options” in the Cortana Search box and you can
then access Internet Options from the search result.
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b. Turning Windows Security OFF
(Temporary)

In some cases, your computer can’t make the necessary connection with
Respondus media servers in order to record video and enable you to use the
webcam for the exam. Temporarily disabling Anti-virus or firewall software

running on your computer might help.

! e Make sure to re-enable any anti-virus for firewalls afterwards.

Turn Microsoft Defender Firewall

1. In Windows 10:
Select the Start button > Settings > Update & Security > Windows

Security and then Firewall & network protection.
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2. Select a network profile.

3. Under Microsoft Defender Firewall, switch the setting to On. If your device is
connected to a network, network policy settings might prevent you from

completing these steps. For more info, contact your administrator.

e To turn it off, switch the setting to Off. Turning off Microsoft Defender Firewall
could make your device (and network, if you have one) more vulnerable to
unauthorized access. If there's an app you need to use that's being blocked, you

can allow it through the firewall, instead of turning the firewall off.

e Follow the same steps to turn Microsoft Defender Firewall on.
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c. Restore Windows Settings

We recommend the following steps to restore any default settings after a

power down. Use one of the methods described here.

e Please do not attempt to remove LockDown Browser or perform any other

restore methods before doing the following steps.

A.In LockDown Browser (Windows):

If you have LockDown Browser - Windows, you can restore your settings after
a power down and restart by adding a " /restore" to the LockDown Browser

shortcut.
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1. Right-click on the "LockDown Browser" desktop shortcut in Windows
and select "Properties".

Troubleshoot compatibility

I¢  Scan for viruses
Check reputation in KSN

Open file location
B8 Addtoarchive...
B8 Add to "LockDown Browser.rar”
B8 Compress and email...
B8 Compress to "LockDown Browser.rar” and email
#  Run as administrator

Pin to Taskbar

Pin to Start Menu

Restore previous versions
Send to >

Cut

Copy

Create shortcut
Delete

Rename

2. Under the "Shortcut" tab, locate the "Target:" field. At the end of the
target address, type_/restore.

! .o Note that there is a space in front of the slash.
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3. Click "apply" to save the change. Then start LockDown Browser with the
added /restore option. A confirmation pop-up window appears.

Security I Details I Previous Versions
General | Shorteut | Compatibiity

@ LockDown Browser

Targettype:  Application
Target location: LockDown Browser

Target: <Down Browser\Lock DownBrowser.exe /restore”

Start in: "C:\Program Files {x86)\Respondus‘\LockDown B

Shortcut key:  None

Run: (Nomal window v

Comment:

| Open Fiie Location | | Changelcon... | | Advanced... |
0K J[ Concel |[_Aety ]

4. Right-click on the "LockDown Browser" desktop shortcut (Step 1 again),
to remove the "/restore" from the LockDown Browser shortcut.
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Other Alternatives (Lockdown Browser Help
Center):

B. From a Power Down (Not Suspension):

1. Start the system from a power down (not suspension).

2. Start LockDown Browser and let it navigate to the institution's login page.

A login 1s not necessary.
3. Once you're at the login page, shut down LockDown Browser.
4. Log out of the Windows user account (do not use Windows Restart).

5. Log back into the Windows user account

C. In LockDown Browser (Mac):

1. Start the system from a power down (not suspension).

2. Start LockDown Browser and let it navigate to the institution's login page.

A login is not necessary.

3. Once you're at the login page, shut down LockDown Browser.
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